
 

Griekwaland Wes Korporatief Limited 

1997/022252/06 

De Villiers street 

P.O Box 47 

Douglas, 8730 

Tel: 053 298 8200 

Email: compliance@gwk.co.za 

Website: www.gwk.co.za  

 

Dear Client / Supplier / Member / Employee 

02 July 2021 

Protection of Personal Information Act (“POPIA”)  

 

Griekwaland Wes Korporatief Limited, (including its subsidiaries) (“GWK”), considers information 

to be critical to its business.  

 

Our clients and their employees, our business partners, suppliers and our colleagues around 

the world, entrust us with their Personal Information (as defined in POPIA) as well as confidential 

business information.  

 

We are committed to compliance with applicable data privacy and security laws. GWK’s 

Information Security related Policies, all provide guidance for our colleagues to ensure that we 

handle your information responsibly. All colleagues are required to certify that they have read, 

understand, and will comply with these policies.   

 

We confirm that GWK has established internal controls to comply with business and regulatory 

requirements, including the protection of confidential and Personal Information shared with us.   

  

The purpose of this document is to outline the statutory limitations placed on GWK during 

processing and information storage activities and is subject to the Protection of Personal 

Information Act (“PoPIA”), 4 OF 2013, (“the Act”). 

 

Please carefully peruse Annexures “A” to “C”. 

 

We address some of the Frequently Asked Questions below about GWK’s POPIA readiness:  

 

• How is GWK preparing for POPIA?  

  

GWK is undertaking a comprehensive POPIA project in South Africa, to enhance its already 

established internal controls to comply with POPIA. GWK’s POPIA project involves a detailed 

assessment, remediation and validation of business processes, operational, IT (systems and 

applications), third party relationships and documentation to address any new and / or 

additional requirements under POPIA.  

  

• How is GWK addressing POPIA information security requirements?   

  

We have an Information Security Policy in place, applicable to all information systems and 

applications used across GWK. We have policies and procedures in place for administrative, 

technical, and physical safeguards designed to appropriately protect the security, 

confidentiality, and integrity of Personal Information consistent with POPIA.   

 

The following measures were already in place prior to the coming into effect of POPIA:  

✓ Internal policies for the secure handling of information;  

✓ Encryption tools and software to mitigate the unsecure sending of personal information 

outside our organisation;  

✓ Ongoing colleague awareness and training on this important topic.  
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• How does GWK handle my Personal Information?   

  

We handle your Personal Information in accordance with our internal policies and procedures 

as detailed above, and in accordance with our contractual obligations in providing our 

agreed services to you. We also handle your Personal Information in a manner to ensure our 

compliance with our sanctions, anti-money laundering and anticorruption and other 

regulatory obligations.   

  

• Is Personal Information disclosed by GWK to any third parties?   

  

Yes. In order to provide our agreed services to you and to help us operate effectively, we may 

disclose your Personal Information to insurers, agents, service providers and suppliers, our 

subsidiaries, regulators, or our professional advisors and auditors. In certain instances, we do 

not view all of these providers as third parties, as you may have contractual relationships with 

some of these parties.  

  

We may also disclose your Personal Information to any law enforcement agency, court, 

government authority, or other third party, where we believe this is necessary to comply with 

our legal or regulatory obligations, or to exercise our legal rights, and to a third party that 

purchases, or to which we transfer some, all or substantially all of our assets and/or business.   

 

Where we contract third party services providers who may have access to your Personal 

Information on our behalf, we have an obligation to only appoint providers who can provide 

sufficient guarantees that the requirements of POPIA, or other applicable data privacy laws, 

will be met, and the rights of data subjects, are protected.  

 

• Is any Personal Information shared with GWK in South Africa transferred outside South Africa?   

  

In certain circumstances, yes. There may be service providers that we engage that are located 

in countries outside of South Africa.  

  

We may allow access to your Personal Information to parties outside South Africa. However, 

we have safeguards in place to protect any such data, and require third parties receiving 

Personal Information and other confidential information, to agree to use and protect data 

consistent with applicable data privacy laws, including but not limited to POPIA and The 

General Data Protection Regulation (“GDPR”).   

  

• Do we need to update the agreement with GWK for POPIA compliance?   

  

We do not require new contracts to be entered into, however you can access our Privacy 

Notices on our website www.gwk.co.za. 

  

• Should GWK sign a non-disclosure agreement with service providers before sharing 

Personal Information with them?  

  

GWK has agreements in place with service providers to protect the confidentiality of clients’ 

Personal Information. These agreements should suffice.  

  

GWK regards its Privacy and Data Protection Program (the “Program”), and its details, as 

confidential to the GWK Group. An explanation of the Program can however be made 

available to you, subject to the conclusion of an appropriately worded non-disclosure 

agreement, should this explanatory note not suffice.  

  

Yours faithfully, 

 

Derek Linde  

Company Secretary and Information Officer 

GWK Limited  

053 298 8200 

compliance@gwk.co.za  
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ANNEXURE “A” – CONSENT  

 

By clicking ACCEPT or failing to respond, you voluntary consent and agree to the contents of 

this document. 

 

1. CONSENT  

 

1.1.  You acknowledge and consent to the processing of personal information for the 

following business processes. These include aspects of the business relationship between 

GWK and you, which include, but are not limited to: 

1.1.1 Any Business Operations;  

1.1.2 Shareholder Communication; 

1.1.3 Marketing Purposes; and  

1.1.4 General Communication. 

 

1.2 GWK, in its capacity as a responsible party, bears the burden of proof of lawful consent 

in terms of Section 11(2)(a) of the Act, as per Annexure “B” below, and is entitled to 

produce this document as such proof. 

 

1.3 GWK, hereby informs you of the right to withdraw consent at any time, in accordance 

with Section 11(2)(b), as per Annexure “B” below. In exercising this right it must be noted 

that GWK will still be entitled to process your information where necessary, to carry out 

actions for the conclusion or performance of a contract to which you are a party, as per 

Section 11(2)(b) read together with Section 11(1)(b) below. In the event that you choose 

to exercise this right, all rights and remedies held by GWK remain reserved where such 

contract provides for the processing of your information or if prescribed by certain 

legislation, and no action on the part of GWK shall be construed as a waiver by GWK of 

these rights and remedies. 

 

1.4 You further acknowledge and consent to the storage of personal information, which will 

be stored for an appropriate period of time, having regard to its intended use or purpose. 

 

1.5 Personal information may also be stored for historical or statistical purposes, in 

accordance with Section 14(2) of the Act, as per Annexure “B” below. GWK warrants 

that it will exercise due care when securing personal information, which has been stored 

for these purposes and will take all reasonably practicable steps to ensure that this 

information is not used for any other purposes. 

 

1.6.  Personal information may be stored after the relationship between GWK and you have 

concluded, where required by law or required for lawful purposes related to GWK’s 

functions or activities, in accordance with Section 14(a) and (b), as per Annexure “B” 

below. 

 

1.7.  Upon the publication of an applicable Code of Conduct, this document will become 

subject to such code. 

 

1.8  GWK may, from time to time, share personal information with a trusted third-party service 

provider where required for legitimate GWK business processes associated with the 

personal information, and will do so for these purposes only. Third-party service providers 

which may have access to personal information, signs non-disclosure agreements, which 

warrants that they will use personal information that is shared by GWK for the intended 

purpose, and that purpose only. This agreement also requires the third-party service 

provider to store and protect the personal information in accordance with certain 

security and privacy standards. 

 

1.9.   You are entitled, in limited circumstances, to enquire about the personal information, 

which is in the possession of GWK and may obtain limited particulars thereof by 

contacting the Privacy Office at GWK, via email at compliance@gwk.co.za. 

 

1.10.  Should you have any complaints about the way in which GWK is processing its personal 

information, You may address these concerns with the Information Officer, via email, at 
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compliance@gwk.co.za. If you are still not satisfied, you are entitled to lodge a 

complaint with the Office of the Regulator, via email at, inforeg@justice.gov.za.  

 

2.  GWK AS AN OPERATOR TO YOU 

 

GWK warrants that, insofar as it may from time to time fulfil the obligations of an Operator 

to you, as defined in the Act, it will maintain the security measures related to integrity 

and confidentiality of personal information as required by Section 19 of the Act, as per 

Annexure “B” below. 

 

3.  DURATION OF CONSENT  

 

This Consent document exists concurrently with any existing GWK Agreement, all 

ancillary contracts and agreements, which relate to your Business Relationship, as well 

as any and all other agreements which are concerned with your affiliation / relationship 

to GWK, and will be effective for the duration of these agreements, remaining in force 

until the expiration or termination of the longest running or last ending agreement. The 

scope of this Consent document extends to any personal information shared with GWK 

prior to the conclusion of any formal agreements as indicated herein or otherwise. 

 

4. YOUR PERSONAL INFORMATION 

 

In certain circumstances GWK will ask for personal information concerning the natural 

persons associated with you, where required for legitimate GWK business processes. This 

information will be requested on an ad hoc basis and will be subjected to the same 

measures of security and manner of usage as contained in paragraphs 2 and 3 above, 

with special emphasis on sharing of information with third-party service providers and 

information storage. 
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ANNEXURE “B” – PoPIA PROVISIONS 

 

1. DEFINITIONS  

 

1.1 The following terms have been defined in Section 1 of the Protection of Personal 

Information Act, 4 of 2013, (the “Act’): 

1.1.1 Code of Conduct: means a code of Conduct issued in terms of Chapter 7; 

 

1.1.2 Operator: means a person who processes personal information for a responsible party 

in terms of a contract or mandate, without coming under the direct authority of that 

party; 

 

1.1.3 Personal information: means information relating to an identifiable, living, natural 

person, and where it is applicable, an identifiable, existing juristic person, including, 

but not limited to- 

a. Information relating to the race, gender, sex, pregnancy, marital status, 

national, ethnic or social origin, colour, sexual orientation, age, physical or 

mental health, well- being, disability, religion, conscience, belief, culture, 

language and birth of the person.  

b. Information relating to the education or the medical, financial, criminal or 

employment history of the person. 

c. Any identifying number, symbol, e-mail address, physical address, telephone 

number, location information, online identifier or other particular assignment to 

the person. 

d. The biometric information of the person. 

e. The personal opinions, views or preferences of the person. 

f. Correspondence sent by the person that is implicitly or explicitly od a private or 

confidential nature or further correspondence that would reveal the contents 

of the original correspondence. 

g. The views or opinions of another individual about the person. 

h. The name of the person if it appears with other personal information relating to 

the person or if the disclosure of the name itself would reveal information about 

the person; 

 

1.1.4.  Processing: means any operation or activity or any set of operations, whether or not 

by automatic means, concerning personal information, including- 

a.  the collection, receipt, recording, organisation, collation, storage, updating or 

modification retrieval, alteration, consultation or use. 

b.  dissemination by means of transmission, distribution or making available in any 

other form; or  

c.  merging, linking, as well as restriction, degradation, erasure or destruction of 

information; 

 

1.1.5  Responsible party: means a public or private body or any other person which, alone   

or in conjunction with others, determines the purpose of and means for processing 

personal information; and 

 

1.1.6.  Non-disclosure Agreement: means a written contract between GWK and a third-

party service provider, which outlines the service provider’s obligations in terms of the 

Act.  For the purpose of this definition, a third-party service provider is an organisation 

that processes information on behalf of the GWK in order to assist in fulfilling key 

businesses practices. 

 

2. RELEVANT PROVISIONS OF THE ACT 

 

Section 11 of the Protection of Personal information Act, 4 of 2013: 

(1) Personal information may only be processed, if- 

a. Processing is necessary to carry out actions for the conclusion or performance of 

a contract to which the data subject its party; 

b. The responsible party bears the burden of proof for the data subject’s or 

competent person’s consent as referred to in subjection (1)(a). 



(2) The data subject or competent person may withdraw his, her or its consent, as referred 

to in subsection (1)(a), at any time: Provided that the lawfulness of the processing of 

personal information before such withdrawal or the processing of personal information 

in terms of subjection (1)(b) to (f) will not be affected.  

 

Section 14 of the Protection of Personal Information Act, 4 of 2013: 

(1) Subject to subsections (2) and (3), records of personal information must not be retained 

any longer than is necessary for achieving the purpose for which the information was 

collected or subsequently processed, unless- 

(a) Retention of the record is required or authorised by law; 

(b) The responsible party reasonably requires the record for lawful purposes related to 

its functions or activities; 

(c) Retention of the record is required by a contract between the parties thereto; or  

(d) The data subject or a competent person where the data subject is a child has 

consented to the retention of the record. 

 

(3) Records of personal information may be retained for periods in excess of those 

contemplated in subjection (1) for historical, statistical, or research purposes if the 

responsible party has established appropriate, safeguards against the records being 

used for any other purpose. 

 

Section 19 of the Protection of Personal Information Act, 4 of 2013: 

(1) A responsible party must secure the integrity and confidentiality of personal information 

in its possession or under its control by taking appropriate, reasonable technical and 

organisational measures to prevent- 

(a) loss of, damage to or unauthorised destruction of personal information; and  

(b) unlawful access to or processing of personal information. 

 

(2) In order to give effect to subsection (1), the responsible party must take reasonable 

measures to- 

(a) Identify all reasonably foreseeable internal and external risks to personal 

information in its possession or under its control; 

(b) Establish and maintain appropriate safeguards against the risks identified; 

(c) Regularly verify that the safeguards are effectively implemented; and  

(d) Ensure that the safeguards are continually updated in response to new risks or 

deficiencies in previously implemented safeguards. 

 

(3) The responsible party must have due regard to generally accepted information security 

practices and procedures which may apply to it generally or be required in terms of 

specific industry or professional rules and regulations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ANNEXURE “C” – GWK POPIA DECLARATION AND QUESTIONNAIRE 

 

KEYS:  POPIA – Protection of Personal Information Act 

PAIA – Promotion of Access to Information Act 

Head – Most senior person in the business [managing director] 

IO – Information Officer [usually also the Head of the business] 

DIO – Deputy Information Officer [a delegated function, supporting the IO] 

 

Kindly email response to compliance@gwk.co.za 

 

NO GWK’S DECLARATION QUESTION YOUR RESPONSE 

1.  Derek Linde is GWK’s IO. Who is the head or POPIA 

Information Officer for your 

business? 

 

2.  Selomé Jordaan is GWK’s DIO. Is any other person co-responsible 

for information management in 

your business? Is this person the 

delegated IO or the DIO? 

 

3.  GWK’s IO is also PAIA’s IO. Is the POPIA IO also the PAIA IO? 

Who is this person? 

 

4.  The IO is GWK Company Secretary 

and the DIO is the Head: Legal. 

Is any delegated IO or DIO a senior 

manager in the organisation and 

have decision-making powers? 

 

5.  Both the IO and DIO have 

appointment letters, setting out their 

duties and responsibilities. 

Does the IO / DIO have a formal 

appointment letter, setting out 

his/her duties and responsibilities? 

 

6.  The IO takes responsibility for 

information security, whilst GWK IT is 

responsible for backups of electronic 

information.  

Does the IO / DIO also take 

responsibility for information security 

and backups of electronic 

information? 

 

7.  Senior Management takes specific 

responsibility for POPIA and PAIA 

compliance. 

Does senior management take 

specific responsibility for POPIA and 

PAIA compliance? 

 

8.  GWK has not been subject to any 

regulatory action or investigation in 

the past 5 years. 

Has your business been subject to 

any regulatory action or 

investigation in the past 5 years? 

 

9.  GWK has cyber-crime cover (as part 

of its PI) against data loss and 

security breaches 

Does your business have cyber-

crime cover (as part of its PI) against 

data loss and security breaches? 

 

10.  GWK is not reliant on one or two key 

personnel to be able to function. 

Is there a risk to your business that it 

is reliant on one or two key 

personnel to be able to function? 

 

11.  GWK has a workable and written 

Succession Plan in place. 

Does your business have a workable 

and written Succession Plan in 

place?  

 

12.  GWK offices and plants have access 

control. Retail shops are open to the 

public. 

Is there access control to your 

business premises and is there any 

risk of casual unauthorised access 

thereto? 

 

13.  GWK has a policy and procedure 

relating to Information Classification 

and information management 

Do you have a policy and 

procedure relating to Information 

Classification and information 

management? 

 

14.  GWK has an Acceptable Use policy, 

relating to information security. 

Does your business have an 

Acceptable Use policy, relating to 

information security? 

 

15.  GWK has a Password Policy and 

other forms of access control or 

internal information sharing. 

Does your business have a Password 

Policy and other forms of access 

control or internal information 

sharing? 

 



16.  GWK has a policy and procedure 

relating to Clean Screen and Clean 

Desk. 

Do you have a policy and 

procedure relating to Clean Screen 

and Clean Desk? 

 

17.  GWK collects and/or processes the 

following information: 

What of the following information 

do you collect: 

 

 - personal identifiers - personal identifiers  

 - address - address  

 - family details - family details  

 - financial information - financial information  

 - banking information - banking information  

 - medical information - medical information  

 - demographics (race, 

gender, etc.) 

- demographics (race, 

gender, etc.) 

 

 - employment - employment  

 - education - education  

 - legal (criminal record, ITC, 

etc.)? 

- legal (criminal record, ITC, 

etc.)? 

 

18.  The above is all required for business 

purposes. 

Is any of the above not critically 

required for business purposes? 

 

19.  All of the above are required by law. 

(PFA, ECTA, RICA, FAIS, FICA, STIA, 

LTIA, MSA, NCA, etc.) 

Which of the above is required by 

law (PFA, ECTA, RICA, FAIS, FICA, 

STIA, LTIA, MSA, NCA, etc.)?  

 

20.  All of the above is required by 

contract (insurers, administrators, 

medical schemes, clients, SLA’s, 

etc.) 

Which of the above is required by 

contract (insurers, administrators, 

medical schemes, clients, SLA’s, 

etc.)? 

 

21.  All of the above are subject either to 

a lawful duty or a contractual 

obligation. 

Should you continue collecting all 

the above information or is there 

information not legally or 

contractually required and that you 

can stop collecting?  

 

22.  Information is collected and 

processed in accordance with legal 

or contractual prescriptions and 

GWK’s Privacy policies. 

Is there any information collected 

which can be collected differently 

(such as removing or not requiring 

personal identifiers)? 

 

23.  GWK collects personal information 

from: 

Who do you collect personal 

information from?  

 

 - insurers - insurers  

 - clients - clients  

 - prospective clients - prospective clients  

 - visitors (COVID-19 registers) - visitors  

 - employees - employees  

 - suppliers - other (please specify)  

 - regulatory bodies (NCR, FIC, 

FSCA etc.) 

- other (please specify)  

24.  GWK collects data in either hard 

copies or electronically. GWK 

collects these data from either the 

client or a third-party. 

In what format is information 

collected (data management, 

backups, web/mail hosting, 

application forms, telephone lists, 

photographs, etc.)? 

 

25.  

 

GWK classifies information as either 

public, confidential or sensitive. 

Do you classify information 

collected [sensitive, highly sensitive, 

protected, in public domain, etc.] 

and is this reduced to a checklist or 

policy? 

 

26.  All medical or life insurance related 

data are regarded as either sensitive 

of highly sensitive.  

What information collected is 

regarded as sensitive or highly 

sensitive? 

 



27.  All Personal Information as well as 

any GWK Confidential Information is 

regarded as protected for purposes 

of PoPIA as well as Competition laws. 

What information collected is 

regarded as protected and why?  

 

28.  GWK does not collect nor process 

children’s data. 

Do you collect personal information 

of children? 

 

29.  GWK does not collect nor process 

children’s data. 

Is this legally/contractually 

required? 

 

30.  GWK does not collect nor process 

children’s data. 

Is this legally/contractually 

necessary?  

 

31.  GWK does not collect nor process 

children’s data. 

How do you keep the information of 

children safe from disseminating to 

persons not authorised to receive 

it? 

 

32.  GWK shares Personal Information in 

accordance with either legal or 

contractual prescription. GWK is 

capable of de-identifying 

information.  

Do you have a method of sharing 

information so it is not personally 

identifiable (for example partially 

removing identifiers such as ID 

numbers, telephone numbers, 

etc.)? 

Is it possible for you to de-identify 

such information? 

 

33.  GWK shares collated information 

with: 

Who do you share collated 

information with:  

 

 - contractors - clients  

 - employees (on a need-to-

know basis) 

- contractors  

 - medical or pension funds - employees  

 - government departments 

such as the Labour 

Department  

- medical or pension funds  

 - regulators such as the FIC, 

NCR or FSCA. 

- government departments  

 -  - regulators (specify)  

 -  - health practitioners  

 -  - other (please specify)  

 -  - other (please specify)  

 -  - other (please specify)  

34.  In doing business with GWK, 

especially where the FICA is 

applicable, consent is obtained 

through the furnishing of the 

personal information. 

Do you ensure that you have the 

prior written permission of a person 

whose personal information you 

share with any of the above? 

 

35.  GWK does not share any information 

with unauthorised persons. 

Do you share information with 

persons not authorised to receive? 

 

36.  GWK has various IT security controls in 

place to prevent the unauthorised 

sharing of information, such as 

Mimecast. 

How do you curb sharing with 

unauthorised recipients – what 

controls are in place? 

 

37.  GWK stores certain information on 

cloud servers abroad, such as 

Exchange, SharePoint, Skype for 

Business and Microsoft Teams. All 

these cloud servers are regulated by 

the European Union’s General Data 

Protection Regulations (GDPR) 

Is any information held by your 

business stored abroad (cloud 

backups for instance)? 

 

38.  The cloud storage is done in 

accordance with the European 

Union’s GDPR. 

If information is stored abroad are 

there businesses you deal with that 

prescribe in which countries such 

cloud storage may be hosted? 

 



39.  GWK has the necessary 

authorisations in place for the storing 

of certain Personal Information 

abroad. 

Does your business properly obtain 

authorisation for storing of any client 

or other person’s information 

collected to store such information 

outside the borders of the country? 

 

40.  The following GWK departments, but 

not limited to, collect Personal 

Information, Insurance, Financing, 

HR, Finance, Agricultural service, 

representatives and administrative 

personnel. 

Which departments or functions in 

your business collect personal 

information (HR, representatives, 

administrative personnel, finance, 

etc.)? 

 

41.  GWK collects, amongst others, 

identity documents, application 

forms, bank details, employment 

background. 

Generically speaking, what 

information is collected by each 

(identity documents, application 

forms, bank details, employment 

background, etc.)? 

 

42.  GWK mostly collects Personal 

Information by way of application 

forms, advice records, quotes, 

employment applications, feedback 

on website, forums and chat groups. 

How or by what means do these 

departments collect personal 

information [for instance 

application forms, advice records, 

quotes, employment applications, 

feedback on website, forums, chat 

groups, surveys, etc.]?  

 

43.  GWK is obliged by several legislative 

prescriptions and regulatory bodies 

to collect Personal Information for 

business and operational purposes. 

Did you satisfied yourself the 

purpose of collection for each 

department is sanctioned by law 

and that such collection is essential 

to the business or required for its 

operations? 

 

44.  GWK has agreements with all service 

providers whom collect and/or 

process Personal Information for 

GWK, such as insurers. 

Do you have contracts with all 

parties you collect information from 

which provides you with the 

authority to collect same, such as 

insurers, administrators, etc.? 

 

45.  Where possible, all GWK agreements 

make provision for Information 

Security. 

Does your contracts properly 

protect parties concluding it or 

making use of your services and do 

such contracts contain privacy 

guarantees? 

 

46.  All GWK agreements which relate to 

the collection and/or processing of 

Personal Information duly stipulates 

each party’s responsibility pertaining 

to the management and security of 

the data. 

Does you contracts with insurers, 

UMA’s and administrators 

specifically deal with POPIA aspects 

and responsibilities, such as data 

management and security? 

 

47.  GWK has Binder agreements with 

several Insurers and/or Third Parties. 

Do you have a binder in place with 

any insurer or other party and if so, 

with which? 

 

48.  GWK has never had any audit 

performed by any third party and 

GWK has never been declared non-

compliant with PoPIA or any other 

data security duty. 

Have you ever been audited by an 

insurer or other party relating to 

POPIA compliance and what were 

the findings as to your POPIA 

readiness?  

 

49.  GWK performs its own information 

management, but also utilises third 

party service providers for storing 

and processing Personal Information 

on GWK’s behalf. 

Do you perform your own 

information management or do 

you have an external provider that 

stores and processes information on 

your behalf?  

 

50.  GWK contracts directly with service 

providers to store and manage 

Do you directly contract with a 

systems provider (such as TIAL, 

 



Personal Information on GWK’s 

behalf.  

CIMS, WebSure) to store and 

manage personal information on 

your behalf?   

51.  Several of GWK’s professional service 

providers have access to Personal 

Information based on legislative or 

contractual obligations, such as 

External Auditors, Attorneys, 

Financiers, IT consultants and 

developers, Insurers and Brokers. 

Do external parties providing you 

with professional and other services 

have access to personal 

information stored by your 

company [IT consultants, 

developers, accountant, attorney, 

etc.] and which of these have 

access? 

 

52.  All GWK agreements provide for 

accountability for any data breach 

as well as the reporting and 

management of such breach. 

Does your contracts with external 

parties provide for accountability 

for breaches, reporting of 

breaches, etc.? 

 

53.  GWK has Non-disclosure 

Agreements in place with all service 

providers. 

Did all contractors and consultants 

that have access to personal 

information your company holds 

sign undertakings or confidentiality 

agreements to ensure there are 

consequences to them sharing 

such information with third parties?   

 

54.  GWK only discloses data on a need-

to-know basis and no excess data is 

disclosed if not legally or 

contractually prescribed. 

Is there any method by which you 

can curb the risk of such 

dissemination or limit their access to 

information your business holds? 

 

55.  GWK has prohibited usage of all 

external drives and if used, same are 

automatically encrypted.  

Do you have any security systems in 

place that protects information 

downloads such as closing of ports 

to prohibit introduction of external 

drives (memory sticks, CD’s, SD 

cards, etc.)?  

 

56.  GWK has sufficient security in place 

to ensure that the loss of any device 

does not result in any information 

breach, such as Passwords and 

Encryptions. 

Do you employ additional security 

to ensure the loss of devices doesn’t 

lead to information breaches, such 

as bit locker or similar software? 

 

57.  All GWK employees are subject to 

confidentiality undertakings. 

Did all your employees sign 

information security and 

confidentiality undertakings? 

 

58.  All GWK employees are subject to 

disciplinary procedures as contained 

in GWK’ HR and Privacy Policies, 

which are duly regulated by relevant 

Labour Laws. 

What are the consequences of 

employees not complying with their 

information security undertakings? 

 

59.  All GWK’s information are secured to 

such an extent that an employee 

requires specific authorisations to 

access confidential information. 

How do you restrict employees not 

authorised to have access from 

gaining access to personal, 

sensitive or protected information? 

 

60.  All GWK’s information are secured to 

such an extent that an employee 

requires specific authorisations to 

access confidential information. 

Are there access rights within the 

organisation as to who may access 

what kind of information (is certain 

forms of information restricted to 

specific persons)? 

 

61.  GWK has password protection in 

place for the sharing of personal 

information, where necessary. 

Is any form of personal information 

password protection in place when 

you share personal information 

between employees? 

 



62.  Password protection and/or De-

identifying information is applied 

where applicable.  

Does any insurer or administrator 

require your employees to 

password protect information or de-

identify information to any external 

party? 

 

63.  GWK has a VPN system in place for 

access to GWK systems by 

employees. 

Do you have any method of 

transferring information between 

employees that is secure, such as 

an SMTP site or a VPN? 

 

64.  GWK has a VPN system in place for 

access to GWK systems by 

employees. 

Are there any aspect relating to 

access or communication between 

employees that poses a higher-

than-normal risk to security – such as 

employees working remotely, 

accessing systems remotely, etc.  

 

65.  GWK utilises Mimecast and VPN 

systems to prevent unauthorised 

distribution of Personal Information.  

How do you ensure personal 

information cannot be sent by 

electronic mail to unauthorised 

recipients? 

 

66.  GWK’s IT Department regularly audits 

and checks all outgoing and 

incoming emails. 

Do you have a process whereby 

you regularly check employees do 

not send personal information to 

incorrect receivers or unauthorised 

third parties? 

 

67.  GWK’s diversity results in the use of 

WhatsApp and/or certain industry 

related apps, such as ProFarmer, as 

platforms for communication 

purposes and possible data 

collection. 

May an employee use What’s App 

or a similar application, supported 

by cellular phone technology, to 

collect, send or receive client’s 

personal information?  

 

68.  GWK employees are prohibited from 

utilising any personal account to 

send or receive any of GWK’s data. 

May an employee use Gmail or 

other personal mail accounts to 

send or receive company/client 

information? 

 

69.  GWK employees are prohibited from 

utilising any personal account to 

send or receive any of GWK’s data. 

May an employee send any 

company information to his/her 

Gmail or other personal mail 

accounts? 

 

70.  GWK has relevant Privacy, 

Corporate and HR Policies relating to 

data security, whether paper of 

electronic. 

Does your business have a written 

policy on paper records security? 

 

71.  GWK has relevant Privacy, 

Corporate and HR Policies relating to 

data destruction, whether paper of 

electronic. 

Does your business have a written 

policy on destroying paper 

records? 

 

72.  GWK has relevant Privacy, 

Corporate and HR Policies relating to 

data disposal, whether paper of 

electronic. 

Are all paper records disposed of in 

a secure manner and do you have 

certificates relating to its 

destruction?  

 

73.  GWK has relevant Privacy, 

Corporate and HR Policies relating to 

re-use of paper records. 

Does your business have a written 

policy on re-using paper records? 

 

74.  GWK stores had copies of certain 

documentation, which may not 

always be backed-up electronically. 

Does your business have paper 

records that aren’t backed up 

electronically?  

 

75.  GWK stores hard copies on its own 

premises in designated areas with 

restricted access control. 

How does your business ensure that 

paper records may not be copied, 

stolen, removed from your premises, 

etc.? 

 



76.  Due to GWK’s diversity, GWK has in 

place appropriate information, 

communication and technology 

policies in compliance with industry 

best practice. 

Does your business have 

appropriate information, 

communication and technology 

policies in compliance with industry 

best practice? 

 

77.  GWK destroys all unused personal 

information, backups, removable 

devices, etc. to ensure such devices 

are not available to third parties. 

Does your business destroy 

backups, removable devices, etc. 

to ensure such devices are not 

available to third parties and may 

still contain personal information?  

 

78.  GWK has all the necessary IT Security 

software in place to prevent 

unauthorised access to its systems. 

How do you make sure live data, 

data processed and backed up 

information is secure from 

unauthorised third-party access?  

 

79.  GWK’s IT department regularly tests 

all systems for integrity. GWK utilises 

independent third parties to ensure 

security in certain instances. 

How often do you test backups for 

integrity and have you ever had a 

data breach or data loss? 

  

80.  GWK’s IT department regularly 

checks backups for security 

purposes. GWK utilises independent 

third parties to ensure security in 

certain instances. 

How often do you have checks on 

backups to ensure it is secure?  

 

81.  GWK’s IT department regularly 

checks firewalls for security purposes. 

GWK utilises independent third 

parties to ensure security in certain 

instances. 

How often do you test that your 

firewalls are secure and your 

systems can withstand a cyber-

attack? 

 

82.  GWK utilises independent third 

parties to ensure security in certain 

instances. 

When the assurance checks or 

controls are performed, is it done by 

a reputable third party and is such 

party completely independent 

from your business? 

 

83.  GWK has a legal compliance matrix, 

detailing legislation applicable to 

GWK’s operations. 

Does your business have a legal 

compliance risk matrix, detailing 

legislation applicable to your 

operations? 

 

84.  GWK has a Risk Management and 

Compliance Programme in place to 

properly screen sanctioned and 

terrorist activities. 

Does your business have policies 

and procedures in place relating to 

sanctions screening and terrorism 

activities?   

 

85.  GWK’s Corporate Policy duly records 

the minimum or maximum periods for 

data retention. 

Does your business have a matrix 

regarding the legal storage 

prescripts of own information or that 

of third parties (minimum/maximum 

periods information must be held)? 

 

86.  All data is destroyed as and when a 

business relationship no longer exists 

and the prescribed retention period 

has lapsed. 

How does your company ensure 

that information you are no longer 

required to keep, is destroyed and 

not retained indefinitely? 

 

87.  GWK makes use of a third-party 

service provider who collects the 

hardware, removes all data and 

destroys the hardware according to 

the regulations on electronic 

equipment disposal. GWK is then 

issued with a certificate. 

How is electronic information you 

hold on systems, computers, 

phones, backups, etc. disposed of 

when you are obliged to destroy it? 

  

88.  GWK’s website collect and store 

Personal Information, which is access 

controlled. 

Does your company website collect 

and store information of persons 

accessing it? 

 



89.  GWK’s website provides permitted 

users access to general information 

request. 

Does your company website 

provide users transacting ability 

(quotes, questionnaires/general 

info requests)? 

 

90.  GWK’s website does not link to other 

websites, except the prescribed 

Government Covid-19 website. 

Does your website link to other 

websites which may not be secure 

or may collect information without 

a person’s consent? 

 

91.  GWK’s website does not collect any 

Personal Information without a user’s 

knowledge. 

Does your website collect any 

information without a person’s 

express consent or without their 

knowledge? 

 

92.  GWK’s website has a Privacy Notice. Does your website have a privacy 

notice that warns users as to 

collection of information? 

 

93.  GWK’s utilised various platforms for 

communication with clients and 

suppliers. 

How do you communicate with 

clients [texts / WA / mail / 

newsletters / post / fax]? 

 

94.  GWK’s training and awareness 

programmes are continual.  

Did all your employees undergo 

information security or POPIA 

training? 

 

95.  GWK’s training and awareness 

programmes are continual.  

Do all new employees undergo 

POPIA/information security 

training? 

 

96.  GWK’s training and awareness 

programmes are continual.  

Is your training accompanied by a 

test of knowledge and 

understanding? 

 

97.  GWK’s training and awareness 

programmes are continual.  

How often do your provide 

employees with information 

security/POPIA training? 

 

98.  GWK retains records of training. Do you keep registers or records of 

training? 

 

99.  GWK has all the relevant Privacy 

Policies in place prescribing the 

specific steps to be taken in the 

event of a data breach. 

Do you have an adopted policy or 

procedure dealing with information 

breaches, who it must be reported 

to, what steps must be taken to 

contain, etc.? 

 

100.  GWK retains records of all incidents. Do you keep records/registers of 

data breaches? 

 

 


